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Pfsense alta disponibilidad

1 Pfsense-alta-disponibilidad

Proyecto de fin de grado

1.1 Escenario

Voy a realizar un escenario desplegado en libviert el cual estara compuesto por 4
maquinas las cuales dos seran pfsense y las otras dos seran Debian las cuales usaremos
para realizar pruebas.

1.1.1 Redes

Lo primero que configuraremos en Libvirt seran las redes.
En principio crearemos un total de 4 redes.
1. default

La red por defecto es la red que tiene un nat hacia mi tarjeta de red real de mi
maquina.

Es la red que usaremos para simular la salida a internet.

Tendra un direccionamiento de 192.168.122.0/24 y sera la unica red que tenga
activado el dhcp.

2. exter

Es la red extermina de nuestra lan como su propio nombre indica, sera la red que
albergue uno de los servidores de debian simulando un fromten.

Tendra un direccionamiento de 10.10.10.0/24 y no tendra habilitado el dhcp puesto
que de eso se encargar los servidores de pfsense.

3. intra

Es la red interna de nuestra lan, sera la red que albergue uno de los servidores de
debian simulando un backend.

Tendra un direccionamiento de 10.10.20.0/24 y no tendra habilitado el dhcp puesto
que de eso se encargar los servidores de pfsense.
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4. net-pfsense

Esta red es una red necesaria para configurar pfsense en alta disponibilidad.

Tendra un direccionamiento de 10.10.0.0/24 y no tendra habilitado el dhcp.

Todas estas redes estan definidas por medio de xml el cual se encuentra en el
repositorio de github.

1.1.2 Maquinas

Primero crearemos las dos maquinas debian, para ello utilizaremos la herramienta virt-
builder para crear la imagen y luego los xml para definir las maquinas.

virt-builder debian-10 --hostname db --format qcow2 --
root-password password:root --size 10G -o db.qgcow2

virt-builder debian-10 --hostname web --format qcow2 --
root-password password:root --size 10G -o web.qcow?2

Y las definiremos con los xml que se encuentran en el repositorio de github.
define web.xml
define db.xml

1.1.3 instalacion de pfsense

Para la instalacion de pfsense, he utilizado la herrmienta de libvier virt-install.
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# Pfsense master

virt-install --connect gemu:///system --cdrom
~/Iso/pfSense-CE-2.5.0-RELEASE-amd64.1iso --disk
size=10,pool="MVs" --network network=default --network
network=exter --network network=intra --network

network=net-pfsense --name pfsense-master --memory 1024 --
vcpus 1

# Pfsense slave

virt-install --connect gemu:///system --cdrom
~/Iso/pfSense-CE-2.5.0-RELEASE-amd64.1iso --disk
size=10,pool="MVs" --network network=default --network
network=exter --network network=intra --network

network=net-pfsense --name pfsense-slave --memory 1024 --
vcpus 1

Tras ejecutar esto nos abrira una ventana con el instalador de pfsense en el primer
paso pulsaremos en install

pfSense Installer

Welcome
Welcome to pf3ensze!

Install Install pfSense

Rescue 3hell Launch a shell for rescue operations
Recover config.xml BRecowver config.xml from a previous install

{Cancel>
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Luego nos pedira el idioma del teclado, buscaremos spanish y probaremos las teclas
en test keymap si todo esta correcto pulsaremos continuar.

pfSense Installer

Keymap Selection
The system console driver for pfSense defaults to standard “"US"
keyboard map. Other keymaps can be chosen below.

Norwegian

Norwegian dvorak
Polish (programmer’s)
Polish Duorak
Portuguese

Portuguese C(accent keys)
Russian

Russian (shift)
Russian (winkeys)
3lovak

Slovenian

<Helect >| <Cancel>

[Press arrows, TAB or ENTERI]

es.khd: 3panish

pf3ense Installer

Keymap Selection
The system console driver for pfSense defaults to standard "US"
keyboard map. Other keymaps can be chozen below.

>>> Continue with es.kbd keymap

—->— Test es.kbd keymap

( ) Armenian phonetic layout
Belarusian
Belgian
Belgian (accent keys)
Brazilian (accent keys)
Brazilian (without accent keys)
Bulgarian (BDS)
Bulgarian (Phonetic)
Canadian Bilingual
Central European

<Jelect | <Cancel>

[Press arrows, TAB or ENTERI]

Despues nos pedira que configuremos las particiones, aqui tenemos varias opciones,
tenemos las opciones de auto particionado tanto para bios como para uefi la creara
unicamente un particion / en el systema de archivos ufs y una linux swap.
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pf3ense Installer

Partitioning
How would you like to partition your disk?

futo (UFS) BIOSEMGuided Disk Setup using BIOS boot method

finto (UF5) UEFI Guided Disk Setup using UEFI boot method
Manual Manual Disk Setup (experts)

3hell Open a shell and partition by hand

fiuto (ZF3) Guided Root-on-ZF3

{Cancel>

Pero tambine tenemos la opcion de auto zsh la cual creara el mismo esquema de
particiones pero con el sistema de archivos zfs el cual es mucho mas potente y nos
ofrece nuevas configuraciones como la de crear raid.

pfSense Installer

Partitioning
How would you like to partition your disk?

Auto (UFS) BIOS Guided Disk Setup using BIOS boot method
Auto (UFS) UEFI Guided Disk Setup using UEFI boot method
Manual Manual Disk Setup (experts)

Shell Open a shell and partition by hand

Auto (ZF3) Guided Root-on-ZF3

<Cancel>

Por ultimo y no menos importante siempre podremos entrar en una configuracion
manual de las particiones.
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pfSense Installer

Archive Extraction
Extracting distribution files...

base.tx=z. .. e

Overall Progress:

| 14

3551 files read @ 887 .0 filesrssec.

Una vez configurado todo esto pararemos a la instalacion, una de las cosas que mas
me ha sorprendido de pfsense es que se instala en menos de 5 minutos puesto que es un
software que pesar de tener muchas funcionalidades es muy liviano.

Tras la instalacion nos encontraremos con una pestafia la cual nos pedira reiniciar o

nos ofrecera un shell para poder configurar cualquier detalle a mano.
pfSense Installer

Complete
Installation of pfSense
complete! Would you like
to reboot into the

installed system now?

FREYTIE <Shell >
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Tras reiniciar nos encontraremos que automaticamente a configurado la primera red
como WAN vy la segunda como Lan.

Esto es un problema puesto que desde la Wan no tenemos reglas creadas para poder
acceder a la web de pfsense donde terminaremos la configuracién.

Por lo que tendremos que crear dos nuevas reglas en el firewall en la red de wan.

Logout (3SH onlyl pf Top

Assign Interfaces Filter Logs

Set interface(s) IP address Restart webConfigurator
Reset webConfigurator password PHP shell + pfSenze tools
Reset to factory defaults Update from console

Reboot =y=stem Dizable Secure Shell (=sshd)
Halt system Restore recent configuration
Ping host Restart PHP-FPHM

Shell

nter an option:

Para ello seleccionaremos la opcion 8 y entraremos en la shell de pfsense.

easyrule pass wan tcp any any 80
easyrule pass wan tcp any any 443

Una vez creadas estas reglas podremos acceder a la pagina de configuracion de
pfsense.

Lo primero que encontramos es una bienvenida y algunas politicas.

pulsaremos siguiente y seguiremos.



Pfsense alta disponibilidad

[ PFSENSE En Alta disponibi X | B pfsensehome.arpa - Wize X | +

“« > C e © | § w0 hitps://192.168.122.3 B | - hxd mnaoe® =

G Google 5% Slack | asir2-2021 | i.. @ dit - [ES Gonzalo Naz.. @ PLEDIN3.0 [[J2°ASIR | Trello @ OracleDB - Debian Wiki g Traductor de Google ) NGINX Docs | Install

'WARNING: The 'admin’ account password is set to the default value. Change the password in the User Manager.

Wizard / pfSense Setup / (2}

pfSense Setup

Welcome to pfSense® software!
This wizard will provide guidance through the initial configuration of pfSense.

The wizard may be stopped at any time by clicking the loge image at the top of the screen.

TSt software is developed and maintained by

Aqui configuraremos el nombre y el dominio.

&« C © | & https://192.168.122.34, d.php?xmi=setup_wizard.xm| (SR [ I @
G Google % Slack | asir2-2021 | i.. @ dit-IES Gonzalo Naz.. @ PLEDIN3.0 [[)2°ASIR | Trelle @ OracleDE - Debian Wiki Eg Traductor de Google ) NGINX Docs | Install...
Wizard / pfSense Setup / General Information Qo

General Informa

On this screen the general pfSense parameters will be set.

Hostname pfSense-slave|

EXAMPLE: myserver

Domain home.arpa

EXAMPLE: mydomain.com

The default behavior of the DNS Resolver will ignore manually configured DNS servers for client queries and query root DNS servers directly. To use the
manually configured DNS servers below for client queries, visit Services > DNS Resolver and enable DNS Query Forwarding after completing the wizard

Primary DNS Server
Secondary DNS Server

Override DNS []
Allow DNS servers to be overridden by DHCP/PPP on WAN

Luego configuraremos el servidor de hora.
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'WARNING: The 'admin’ account password is set to the default value. Change the password in the User Manager.

Wizard / pfSense Setup/ Time Server Information (2]

Time Server Information
Please enter the time, date and time zone.

Time server hostname 2.pfsense.pool.ntp.org

Enter the hostname (FQDN) of the time server

Timezone | Ewo/UTC k)

Después podremos configurar la interfaz wan, nosotros la dejaremos por defecto.

Wizard / pfSense Setup/ Configure WAN Interface 2]

Step 40f 9

Configure WAN Interface

QOn this screen the Wide Area Network information will be configured

SelectedType DHCP j

General configuration

MAC Address

This field can be used to modify ("spoof”) the MAC address of the WAN interface (may be required with some cable connections). Enter a MAC address
in the following format: xx:xxxx:xx:xx:xx or leave blank.

MTU
Set the MTU of the WAN interface. If this field is left blank, an MTU of 1492 bytes for PPPoE and 1500 bytes for all other connection types will be
assumed

Mss
If a value is entered in this field, then MSS clamping for TCP connections to the value entered above minus 40 (TCP/IP header size) will be in effect. If
this field is left blank, an MSS of 1492 bytes for PPPoE and 1500 bytes for all other connection types will be assumed. This should match the above
MTU value in most all cases.

Por ultimo nos pedira que cambiemos la contrasefia del administrador puesto que por
defecto es "pfsense".

WARNING: The 'admin’ account password is set to the default value. Change the password in the User Manager.

Wizard / pfSense Setup / Set Admin WebGUI Password (2]

Step 6 of 9

Set Admin WebGUI Password
On this screen the admin password will be set, which is used to access the WebGUI and alse SSH services if enabled.

Admin Password

Admin Password AGAIN [-+-]
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Aqui tendremos un resumen de la instalacién y si queremos buscar alguna
actualizacion, tras esto el pfsense se reiniciara de nuevo y ya tendremos instalado
nuestro primer pfsense.

Wizard / pfSense Setup / Wizard completed. (2]

Step 9 of 9

Wizard completed.

Congratulations! pfSense is now configured.

We recommend that you check to see if there are any software updates available. Keeping your software up to date is one of the most important
things you can do to maintain the security of your network.

Check for updates

Remember, we're here to help.

Click here to learn about Netgate 24/7/365 support services.

User survey

Please help all the people involved in improving and expanding pfSense software by taking a moment to answer this short survey (all answers are
anonymous)
Anonymous User Survey

Useful resources.

Recordemos que para configurar lo en alta disponibilidad necesitaremos como
minimo otro mas.

10
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1.2 Configuracion de pfsense

1.2.1 Configuracién de las interfaces

Por defecto en principio solo se abra configurado la red wan y una de las primeras
redes, por lo que tendremos que afiadir mas.

Para ello iremos a la pestafia InterfacesInterface / Assignments y afiadiremos todas
las interfaces.

= PFSENSE En Alta disponibi X | [ pfSense-slave.home.arpa X | ] pfSense-master.home.arp X | +

ign.php [ g naoe =

<« c @ © | & hitps//192.168.122.4/inte

G Google 3% Slack | asir2-2021 | i.. @ dit-1ES Gonzalo Naz.. @ PLEDIN3.0 [[J2°ASIR | Trello @ OracleDB - Debian Wiki By Traductor de Google @) NGINX Docs | Install...

msense System ~ nterfaces ~

COMMUNITY EDITION

Interfaces / Interface Assignments Lt @

Interface Assignments Interface Groups Wireless VLANs QinQs PPPs GREs GIFs Bridges LAGGs

Interface Network port

WAN em0 (52:54:00:ad:15:62) -]

LAN em1 (52:54:00:67:1b:6c) -
0PT1 em? (52:54:00:62:43:91) -
0PT2 em3 (52:54.00:5a:77:35) -

Interfaces that are configured as members of a lagg(4) interface will not be shown.

Tras guardarlas iremos a configurarlas 1 a 1 en la pestaia interfaces.

La primera sera la wan la cual la cambiaremos la direccion del dhcp por una ip
statica y afladiremos en la pestafa _ipv4 address_ la direcion que le corresponda.
Enable m| Enable interface

Description WAN
Enter a description (name) for the interface here.

IPv4 Configuration Type Static IPv4 j
IPv6 Configuration Type None j
MAC Address

This field can be used to modify ("spoof”) the MAC address of this interface.
Enter a MAC address in the following format: xxxocxoocxxx or leave blank
MTU 2
If this field is blank, the adapter's default MTU will be used. This is typically 1500 bytes but can vary in some circumstances.

Mss 2

If a value is entered in this field, then MSS clamping for TCP connections to the value entered above minus 40 for IPv4 (TCP/IPv4 header size) and
minus 60 for IPv6 (TCP/IPv6 header size) will be in effect

Speed and Duplex Default (no preference, typically autoselect) j

Explicitly set speed and duplex mode for this interface
WARNING: MUST be set to autoselect (automatically negotiate speed) unless the port this interface connects to has its speed and duplex forced

11



Pfsense alta disponibilidad

Static IPv4 Configuration

IPvd Address | 192.168.122.9 r]24

IPv4 Upstream gateway WANGW -192.168.122.1 T 4 Add a new gateway
ol ct 5
a

1g the "Add" button
d by clicking here

f this interface is an Intern
On local area network inter

Luego en las demas interfaces realizaremos los mismos cambios con sus respectivas

ips.
General Configuration
Enable Enable interface
Description Externa

Enter a description (name) for the interface here.
IPv4 Configuration Type Static IPv4 -
IPv6 Configuration Type None =

MAC Address
MTU -
f this field is blank, the adapter's default MTU will be used. This is typically 1500 bytes but can vary in some circumstances
MSS -
f a value is entered in this field, then MSS clamping for TCP connections to the value entered above minus 40 (TCP/IP header size) will be in effect

Speed and Duplex =

Ex

d) unless the port this interface connects to has its speed and duplex forced

Static IPv4 Configuration

IPv4 Address 10.10.10.102 /32

IPv4 Upstream gateway None M =+ Add a new gateway
ect a 5 ne 1g the "Add" button

oy clicking here.

Las interfaces deben quedar asi configuradas.

* Maestro

WAN (wan) D 192.168.122.9-.24
EXTERNA (lan) 110.10.10.101-24

INTERHA (optl) D10.10.20.101-24
PFSYNC (opt2) 110.10.0.101-24

¢ Esclavo

AN (wanl : 192.168.122.15-24
EXTERNA (lan) D 10.10.10.102-24

INTERNA (optl) D 10.10.20.102-24
PFSYNC (optZ) D 10.10.0.102-24

12
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1.2.2 Configuracion de High Availability Sync
Lo primero que haremos es ir al cortafuegos y habilitar el trafico en la red que usaran

exclusivamente los pfsense.

=wEe

En mi caso esa sera la tercera red (Pfsync)

Flisense :
COMMUNITY EDITION
Firewall / Rules/ PFSYNC
Floating WAN EXTERNA INTERNA PFSYNC
Rules (Drag to Change Order)
Protocol Source Port  Destination Port  Gateway Queue Schedule Description Actions
* * * * none Todo el trafico 000
(X 2

States
v 1/486B 1Pv4 * *
=w @

o
Firewall / Rules / Edit
Edit Firewall Rule
Pass ;‘
Choose what to do with packets that match the specified below.
n block and reje c

Action
etwee 2 tl
cket is dropped silently

Hint: the difference

whereas with block the

Disabled Disable this rule
Set this option to disable this rule without removing it from the list
Interface PFSYNC o ‘
Choose the interface from which packets must come to match this rule.

Source

Address Family IPvad
Select the Internet Protocol version this rule applies to
Protocol Any -
choose which IP protocol this rule should match
Invert match any ;‘ Addre / ;|
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Destination

Destination [ |invert match any ;| Destination Address / B

Extra Options

Log [ |Leg packets that are handled by this rule
Hint: the firewall has limited local log space. Don't turn on logging for everything. If doing a lot of logging, consider using a remote syslog server (see
the Status: System Logs: Settings page)

Description Todo el trafica

A description may be entered here for administrative reference. A maximum of 52 characters will be used in the ruleset and displayed in the firewall
log

Advanced Options I:]

Rule Information

Tracking ID 1623520823
Created 6/12/21 18:00:23 by admin@192.168.122.1 (Local Database)

Updated 6/12/21 18:57:08 by admin@192.168.122.1 (Local Database)

Tras permitir todo el trafico en la red lo siguiente que haremos sera ver que tenemos
ping entre la maquina para ello utilizaremos una utilizada de la pagina para realizar los
ping, la encontraremos en Diagnostics / ping.

Hostname | }i0.10.0.102 |

IP Protocol IPyvd - |

Source address Automatically selected (default) -|

Select source address for the ping

Maximum number of ] -

ings . .
ping Select the maximum number of pings.

Seconds between pings 1 -

Select the number of seconds to wait between pings
N\ Ping

PING 10.10.0.182 (10.10.9.102): 56 data bytes

64 bytes from 19.19.8.182: icmp_seq=€ ttl=64 time=1.047 ms
54 bytes from 19.10.8.182: icmp_seg=1 ttl=64 time=2.823 ms
64 bytes from 18.19.€.182: icmp_seq=2 ttl=64 time=1.867 ms

--- 190.10.0.182 ping statistics ---
3 packets transmitted, 3 packets received, ©.8% packet loss
round-trip min/avg/max/stddev = 1.847/1.645/2.823/0.428 ms

14
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Hostname | 10.10.0.101 J

IP Protocol IPvd M

Source address Automatically selected (default) =]

Select source address for the ping

Maximum number of 3 =
pings Select the maximum number of pings.
Seconds between pings 1 s

Select the number of seconds to wait between pings.

PING 10.10.0.101 (10.16.8.101): 56 data byres

64 bytes from 10.10.6€.101: icmp_seg=0 ttl-64 time=0.738 ms
64 bytes from 10.10.€.101: icmp_seg=1 ttl=64 tim .989 ms
64 bytes from 10.10.6.101: icmp_seq=2 ttl=64 time=1.583 ms

--- 10,10.0.101 ping statistics ---
3 packets transmitted, 3 packets received, ©.9% packet loss
round-trip min/avg/max/stddev = ©.738/1.410/1.989/0.515 ms

Después de comprobar la conexién primero iremos al servidor maestro y
realizaremos los siguientes cambios.

Iremos a systema / High Availability Sync

System / High Availability Sync L @

State Synchronization Settings (pfsync)

Synchronize states (W pfsync transfers state insertion, update, and deletion messages between firawalls.
Each firewall sends these messages out via multicast on a specified interface, using the PFSYNC protocol {IP Pr:
interface for similar messages from other firewalls, and imports them into the local state table

ol 240). It also listens on that

&

This setting should be enabled on all members of a failover group.
will force a configuration syne if itis enabled! (see Configuration Synchronization Settings below)

Clicking "Save'

Synchronize Interface PFSYNC ;I
If Synchronize States is enabled this interface will be used for communication.
Itis recommended to set this to an interf other than LAN! A dedicated interface works the best.
An IP must be defined on each machine participating in t
An IP must be assigned to the interface on any participating sync nodes.

s failover group.

pfsync Synchronize Peer 10.10.0.102

P able to this IP address. The default is directed multicast

Setting this option wil ce pfsync to synchronize

Configuration Synchronization Settings (XMLRPC Sync)

Synchronize Config to IP 10.10.0.102

Enter the IP address of the firewall to which the selected configuration sections should be synchronized

tem - make sure the rem

system's port and

XMLRPC sync is currently only supported over connections using the same protocol and port as th
protocol are set accordingly
Do not use the Synchronize Config

tion on backup cluster members!

) [P and password of

Remote System admin

Username .
username of the system entered above for synchronizing the configuration.

P and username option on backup cluster members!

Enter the webConfigur:
Do not us:

Remote System

15



Pfsense alta disponibilidad

Marcaremos la casilla de _Synchronize states_, en _Synchronize Interface_
afiadiremos la interfaz que van a realizar la sincronizaron y en _pfsync Synchronize
Peer IP_ la ip de la maquina esclava.

Seguidamente en _Synchronize Config to IP_ afiadiremos de nuevo la ip de la

maquina esclava, y en _Remote System_ las credenciales de una cuenta administradora
de la maquina escava.

Synchronize admin synchronize admin accounts and autoupdate sync password.
By default, the admin account does not synchronize, and each node may have a different admin word
This option automatically updates XMLRPC Remote System Password when the password is ch

on the Remote System Username account.

Select options to sync @ User manager users and groups
| Authentication servers (e.g. LDAP. RADIUS)
m| Certificate Authorities, Certificates, and Certificate Revocation Lists
m Firewall rules
Firewall schedules
@ Firewall aliases
@ NAT configuration
| IPsec configuration
| OpenVPN configuration (Implies CA/Cert/CRL Sync)
| DHCP Server settings
m Wol Server settings
| Static Route configuration
m Virtual IPs
W Traffic Shaper configuration
@ Traffic Shaper Limiters configuration
| DNS Forwarder and DNS Resolver configurations
@ Captive Portal

Por ultimo seleccionaremos los servicios que se sincronizaran, en mi caso he
seleccionado todos.

Tras guardad esta configuracion iremos a el servidor esclavo a hacer una
configuracién similar.

Iremos a la misma pestafia systema / High Availability Sync

16
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Flisense

COMMUNITY EDITION

System / High Availability Sync L @
State Synchronization Settings (pfsync)
Synchronize states m pfsync transfers state insertion, update, and deletion messages between firewalls
Each firewall sends these messages out via multicast on a specified interface, using the PFSYNC protocol (IP Protocol 240). It also listens on that
interface for similar messages from other firewalls, and imports them into the local state table.

This setting should be enabled on all members of a failover group
Clicking "Save" will force a configuration sync if it is enabled! (see Configuration Synchronization Settings below)

Synchronize Interface PFSYNC j
If Synchronize States is enabled this interface will be used for communication
It is recommended to set this to an interface other than LAN! A dedicated interface works the best
An IP must be defined on each machine participating in this failover group
An IP must be assigned to the interface on any participating sync nodes.

pfsync Synchronize Peer 10.10.0.101
IP

Setting this option will force pfsync to synchronize its state table to this IP address. The default is directed multicast.

y configuraremos los dos primeros campos igual que el maestro y en _pfsync
Synchronize Peer IP_ pondremos la ip del maestro.

Tras eso guardaremos y ya deberiamos tener sincronizado los pfsense.

Importante: Puede que tengas errores en la sincronizacion si algun pfsense no tiene
la misma version que el resto o no utilice el mismo puerto para la interfaz web.

System Update Update Settings

Confirmation Required to update pfSense system.

Branch Latest stable version (2.5.x) j

Please select the branch from which to update the system firmware.
Use of the development version is at your own risk

Current Base System 2.5.1
Latest Base System 2.5.1

Status Up to date.

Recomiendo actualizar los dos pfsense antes de la sincronizacion

17
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Admin Access Firewall & NAT Networking Miscellaneous System Tunables Motifications
webConfigurator
Protocal HTTP @ hTTPs (SSL/TLS)
SSL/TLS Certificate webConfigurator default (60c2587514d65) |

Certificates known to be incompatible with use for HTTPS are not included in this list

A

TCP port 2
Enter a custom port number for the webConfigurater above to override the default (80 for HTTF, 443 for HTTPS). Changes will take effect immediately
after save.

Max Processes z =
Enter the number of webConfigurator processes to run. This defaults to 2. Increasing this will allow more users/browsers to access the GUI
concurrently

WebGUI redirect Disable webConfigurator redirect rule

When this is unchecked, access to the webConfigurator is always permitted even on port 80, regardless of the listening port configured. Check this box
to disable this automatically added redirect rule

Recomiendo que todos estén configurado por https antes de la sincronizacion
1.2.3 Configuracién de Ip Virtuales.

Lo siguiente que haremos sera crear ips virtuales para cuando el servidor maestro o el
esclavo se caigan no tener que esperar que los clientes cambien de ip.

Para ello nos iremos en el pfsense maestro a Firewall/Virtual IPs y crearemos la ip
virtual de la red wan.

Edit Virtual IP

Type IP Alias ® carp Proxy ARP Other
Interface WAN ]
Address type Single address j
Address(es)  192.168.122.100 /| 24 k=l

The mask must be the network’s subnet mask. It does not specify a CIDR range

Virtual IP Password

Enter the VHID group password Confirm
VHID Group 1 j
Enter the VHID group that the machines will share.
Advertising frequency 1 j 0 j
Base Skew

The frequency that this machine will advertise. 0 means usually master. Otherwise the lowest combination of both values in the cluster determines the
master.

Description IP virtual de wan

A description may be entered here for administrative reference (not parsed)

El tipo de ip seleccionaremos para que utilicé el protocolo CARP, en address
afiadiremos la ip que vamos a crear, y en virtual ip password pondremos una contrasefa.
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Realizaremos esto tanto con la externa como con la interna.

Edit Virtual IP

Type

Interface

Address type

Address(es

Virtual IP Password

VHID Group

Advertising frequency

Description

IP Alias ® carp Proxy ARP Other
EXTERNA )
Single address )
10.10.10.100 /24 |

The mask must be the network’s subnet mask. It does not specify a CIDR range.

Enter the VHID group password Confirm

2 2
Enter the VHID group that the machines will share.

1 hd S
Base Skew
The frequency that this machine will advertise. 0 means usually master. Otherwise the lowest combination of both values in the cluster determines the

master.

IP virtual de externa

A description may be entered here for administrative reference (not parsed)

Edit Virtual IP

Type

Interface

Address type

Address(es

Virtual IP Password

VHID Group

Advertising frequency

Description

IP Alias ® carP Proxy ARP Other
INTERNA j
Single address M|
10.10.20.100 /24 -

The mask must be the network's subnet mask. [t does not specify a CIDR range.

Enter the VHID group password Confirm

3 &
Enter the VHID group that the machines will share.

1 o (o 5
Base Skew
The frequency that this machine will advertise. 0 means usually master. Otherwise the lowest combination of both values in the cluster determines the
master.

IP virtual de interna

A description may be entered here for administrative reference (not parsed)

Tras realizar esta configuracion en el pfsense maestro podemos probar Ia
configuracion de la alta disponibilidad puesto que devenian haberse creado las mismas
ips virtuales en el pfsense esclavo.
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Firewall / Virtual IPs (2]

Virtual IP Address

Virtual IP address

Interface Type Description Actions
192.168.122.100/24 (vhid: 1) WAN CARP IP virtual de wan S
10.10.10.100/24 (vhid: 2) EXTERNA CARP IP virtual de externa y’iﬁj
10.10.20.100/24 (vhid: 3) INTERNA CARP IP virtual de interna S

Tras comprobar esto ya tendremos configurado las virtual ip

1.2.4 Configuracioén del dhcp

Para configura el dhcp iremos a ServicessDHCP Server y ahi realizaremos la siguiente
configuracion con las redes interna y externa.

WAN EXTERNA INTERNA PFSYNC

General Options

Enable ji|Enable DHCP server on EXTERNA interface
BOOTP Ignore BOOTP queries

Deny unknown clients Allow all clients -

When set to Allow all clients, any DHCP client will get an IP address within this scope/ |angn on this interface. If set to Allow known clients from any
mterface any DHCP client with a MAC address listed on any scope(s)/interfa: an IP address. If set to Allow known elients from only this
interface, only MAC addresses listed below (i.e. for this interface) will get an IP address within this scope/range.

Ignore denied clients Denied clients will be ignored rather than rejected.
This option is not compatible with failover and cannot be enabled when a Failover Peer IP address is configured.

Ignore client identifiers If a client includes a unique identifier in its DHCP request, that UID will not be recorded in its lease.

This option may be useful when a client can dual boot using different client identifiers but the same hardware (MAC) address. Note that the resulting
server behavior violates the official DHCP specification.
Subnet 10.10.10.0
Subnet mask 255.255.255.0

Available range 10.10.10.1-10.10.10.254

Range 1010102 10.10.10.40

From To

Marcaremos la sefial de enable para activar el servidor dhcp, y configuraremos el
rango de ips que queremos que reparta.
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Servers

WINS servers

DNS servers 8888

Leave blank to use the system default DNS servers: this interface’s IP if DNS Forwarder or Resolver is enabled, otherwise the servers configured on the
System / General Setup page.

Después configuraremos el Dns

Other Options

Gateway 10.10.10.100

The default is to use the IP on this interface of the firewall as the gateway. Specify an alternate gateway here if this is not the correct gateway for the
network. Type "none” for no gateway assignment.

Y la puerta de enlace que sera la ip virtual que hemos creado para la red externa.

Por ultimo también configuraremos la red interna igual que la externa.

WAN EXTERNA INTERNA PFSYNC

General Options

Enable [m|Enable DHCP server on INTERNA interface
BOOTP [ |lgnore BOOTP queries

Deny unknown clients Allow all clients

‘When set to Allow all clients, any DHCP client will get an IP address within this scop:
interface, any DHCP client with a MAC address listed on any scope(s
interface, only MAC addresses listed below (l.e iis interface) wi

frange on this interface. If set to Allow known clients from any
: et an IP address. If set to Allow known clients from only this
get an IP address within this scope/range.

Ignore denied clients [ |Denied clients will be ignored rather than rejected

This option is not compatible with failover and cannot be enabled when a Failover Peer IP address is configured
Ignore client identifiers [ if a client includes a unique identifier in its DHCP request, that UID will not be recorded in its lease.
This option may be useful when a client can dual boot using different client identifiers but the same hardware (MAC) address. Note that the resulting
server behavior violates the official DHCP specification.
Subnet 10.10.20.0

Subnet mask 255.255.255.0

Available range 10.10.20.1-10.10.20.254

Range | 10.10.202 10.10.20.40

From To
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Servers

WINS servers

DNS servers

8888

Leave blank to use the system default DNS servers: this interface's IP if DNS Forwarder or Resolver is enabled, otherwise the servers configured on the

System / General Setup page

Other Options

Gateway

10.10.20.100
The default is to use the IP on this interface of the firewall as the gateway. Specify an alternate gateway here if this is not the correct gateway for the

network. Type "none” for no gateway assignment

1.2.5 Configuracion del Snat

Tras configurar el DHCP tendremos que configura el Snat para que los clientes de las

redes externas y internas puedan salir a internet.

Para ello iremos a Firewall/NAT/Outbound y crearemos una nueva regla.

e

Firewall / NAT / Outbound / Edit

Edit Advanced Outbound NAT Entry

Disabled

Do not NAT

Interface

Address Family

Protocol

Source

Destination

Disable this rule

Enabling this eption will disable NAT for traffic matching this rule and stop processing Outbound NAT rules
In most cases this option is not required
2|

WAN
The interface on which traffic is matched as it exits the firewall. In most cases this is "WAN" or another externally-connected interface

IPv4 [~
Select the Internet Protocol version this rule applies to

any
Choose which protocol this rule should match. In most cases "any” is specified.
Network M| 10.10.10.0 /| 24 M|
Type Source network for the outbound NAT mapping. Port or Range
Any | 24 M
Type Destination network for the outbound NAT mapping Part or Range
Mot

Invert the sense of the destination match
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La interfaz sera la wan, la red de la que viene la redirecion en este caso 10.10.10.0/24

Address 192.168.122.100 (IP virtual de wan) '\

Connections matching this rule will be mapped to the specified Address.
The Address can be an Interface, a Host-type Alias, or a Virtual IP address

Port or Range [ [Static Port
Enter the external source Port or Range used for rermapping the original
source port on connections matching the rule.

Port ranges are a low port and high port number separated by ",
Leave blank when Static Port is checked

No XMLRPC Sync |_

Prevents the rule on Master from automatically syncing to other CARP members. This does NOT prevent the rule from being overwritten on Slave

Description Nat EXTERNA para WAN

A description may be entered here for administrative reference (not parsed).

Rule Information

Created 6/13/21 17:39:03 by Manual Outbound NAT Switch

Updated 6/14/21 15:50:11 by admin@192.168.122.1 (Local Database)

y tendremos que poner la interfaz de salida la cual es importante que sea la ip virtual
que creamos antes.

Luego haremos lo mismo con la red interna.

Firewall / NAT / Outbound / Edit 2]
Edit Advanced Outbound NAT Entry
Disabled [|Disable this rule
Do not NAT [ |Enabling this option will disable NAT for traffic matching this rule and stop processing Outbound NAT rules

In most cases this option is not required

Interface WAN ~|
The interface on which traffic is matched as it exits the firewall. In most cases this is "WAN" or another externally-connected interface
Address Family IPv4 -

Select the Internet Protocol version this rule applies to

Protocol any -

Choose which protocol this rule should match. In most cases "any” is specified

Source Network - 10.10.20.0 /| 24 ~|
Type Source network for the outbound NAT mapping. Port or Range
Destination Any Ad| {24 A
Type Destination network for the outbound NAT mapping Port or Range
[ |Not

Invert the sense of the destination match.
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Translation

Address | 192.168.122.100 (IP virtual de wan) |

Connections matching this rule will be mapped to the specified Address.
The Address can be an Interface, a Host-type Alias, or a Virtual IP address

Port or Range [ |Static Port
Enter the external source Port or Range used for remapping the original .
source port on connections matching the rule.

Port ranges are a low port and hi
Leave blank when Static Port is cl

No XMLRPC Syne [

t number separated by "
ecked.

Prevents the rule on Master from automatically syncing to other CARP members. This does NOT prevent the rule from being overwritten on Slave

Description Nat Interna para WAN

A description may be entered here for administrative reference (not parsed).

Rule Information

Created 6/13/21 17:39:03 by Manual Outbound NAT Switch

Updated 6/14/21 15:46:10 by admin@192.168.122.1 (Local Database)

Asi es como tendria que quedar el conjunto de reglas.

Part Forward 11 Outbound NPt

Qutbound NAT Mode

Mode ®

Automatic cuthound NAT Hybrid Outbound NAT utbound NAT
Tuke gen on eration neration

{IPzec passthrough (AU i Dutbound (Mo Outhound MAT rules)
ncluded) MNAT + rules below) Outbound NAT)

— Source Destination NAT Static
|_| Interface Source Port Destination Port MAT Address Port Port Description Actions:
|_| ' WAN 127.0.0.0/8 o o 500 (ISAKMP}  WAN address o v Auto created rule for ISAKMP - localhost to ,f
— WAN m
|_| W WAN 127.0.0.0/8 * * * WAN address * o4 Auto created rule - localhost to WAN f
_ m
|_| ' WAN 217128 8 8 500 (ISAKMP)  WAN address 8 v Auto created rule for ISAKMP - localhost to ,f
— WAN m
|_| W WAN =1/128 * * * WAN address * b Auto created rule - localhost to WAN d
- m
|_| v WAN 10.10.10.0/24 = * * 192.168.122.100 * = MNat EXTERNA para WAN nf
— m
|_| ' wan 10102000024 * * * 192.168.122.100 * x Nat Interna para WAN f
— m

1.2.6 Configuracion del Alisas

Pfsense ofrece la posibilidad de crear grupos de ips puertos y url para usar en las reglas
del firewall.
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Crearemos un grupo de puertos que usaremos mas tarde de la siguiente firma.

Iremos a Firewall/Aliases.

Firewall / Aliases/ Edit (2]

Properties

Name Jnternet

The name of the alias may only consist of the characters "a-z, A-Z, 0-9and _"

Description dar acceso a internet

A description may be entered here for administrative reference (not parsed)

Type Port(s) 4

Port(s)

Hint Enter ports as desired, with a single port or port range per entry. Port ranges can be expressed by separating with a colon.

Port a0 Entry added Mon, 14 Jun 2021 08:29:37 +0000
443 Entry added Mon, 14 Jun 2021 08:29:50 +0000
53 Entry added Mon, 14 Jun 2021 08:29:50 +0000

Afadiremos los puertos necesarios para salir a internet y pulsaremos guardad.

Firewall / Aliases / Ports RN 2]
IP Ports URLs All

Firewall Aliases Ports

Name Values Description Actions

Internet 80, 443, 53 dar acceso a internet ?' 'ﬂ-ﬂ

1.2.7 Configurar firewall para salir a internet.

Crearemos una nueva regla en la red externa de la siguiente forma.

Entraremos en Firewall / rules y pulsaremos afadir.
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Firewall / Rules / Edit = EeQ

Edit Firewall Rule

Action Pass ;I

the difference between block and reject is that with reject, a packet (TCP RST or ICMP port unreachable for UDP) is returned 1o the sender,

whereas with block the packet is dropped silently. In ither case, the original packet is discarded

Disabled Disable this rule

Set this option to disable this rule without removing it from the list

Interface EXTERNA j

Choose the interface from which packets must come to match this rule

Address Family 1Pva j

Select the Internet Protocol vers

s rule applies to.

Protocol TCP/UDP ;‘

Choose which IP protocol this rule should match.

Source Invert match EXTERNA net -] EDICERNE / =]

The Source Port Range for a connection is typically randem and almost never equal to the destination port. In most cases this setting must remain at
its default value, any.

Aqui la inteface que seleccionaremos sera externa, la familia sera ipv 4 y el protocolo
sera tanto udp como tcp, en source dejaremos externa net.

Destination

Destination Invert match any j estination A E i Ll
Destination Port Range (other) j nternet (other) j Intermnet
From Custom To

Specify the destination port or port range for this rule. The "To" field may be left empty if only filtering a single port.

Extra Options

Log Log packets that are handled by this rule

Hint: the firewall has limited local o hing. If doing a lot of logging, consider using a remote syslog server (see

the Status: System Logs: Settings page).

pace. Don't tum on logging for evel

Description habilitar internet en red extema
A description may be entered here for administrative reference. A maximum of 52 characters will be used in the ruleset and displayed in the firewall
log

Advanced Options | |

Rule Information

Tracking ID 1623659453
Created 6/14/21 08:30:53 by admin@192.168.122.1 ({Local Database)

Updated 6/14/21 15:37:59 by admini@192.168.122.1 (Local Database)

Por ultimo en destinatién port escribiremos _Internet_ que es el alias que creamos en
el apartado anterior.

Para finalizar haremos lo mismo para la red interna.
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Firewall / Rules/ Edit = Ee

Edit Firewall Rule

Action

Disabled

Interface

Address Family

Protocol

Pass ;I

Cheoose what to do with packets that match the criteria specified below.
Hint: the difference between

k and reject is that with reject, a packet (TCP RST or ICMP port unreachable for UDP) is returned to the sender,
whereas with block the packet is dropped silently. In either case, the eriginal packet is discarded.

[ Disable this rule
Set this option to disable this rule without remaving it from the list

INTERNA ]

Choose the interface from which packets must come to match this rule.

IPv4 =]

Select the Internet Protocol ver:

this rule applies to.

TCP/UDP -]

Choose which IP pre

col this rule should match,

Source

Source

[nwert match INTERNA net i Source Address / =]
The Source Port Range for a connection is typically random and almest never equal to the destination port. In most cases this setting must remain at
its default value, any.

Destination

Destination Port Range

[ Invert match any 5| LI ilizEz / -]
(other) LI Internet (other) j Internet
From Custom To Custom

Specify the destination po

or port range for this rule. The "To" field may be left empty if only filtering a single port.

Extra Options

Log

Description

|_ﬁ_og packets that are handled by this rule

Hint: the firewall has limited local log space. Don't turn on logging for everything. If doing a lot of logging, consider using a remote syslog server (see
the Status: Systemn Logs: Settings page).

dar acceso a internet

A description may be entered here for administrative reference. A maximum of 52 characters will be used in the ruleset and displayed in the firewall

log

Rule Information

Tracking 1D

Created

Updated

1623672068
6/14/21 12:01:08 by admin(@192.168.122.1 {Local Database)

6/14/21 12:01:08 by admin(@192.168.122.1 {Local Database)

Asi es como tendria que quedar
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Firewall / Rules / EXTERNA

=EwEe
Floating ~ WAN EXTERNA INTERNA ~ PFSYNC

Rules (Drag to Change Order)
o States Protocel

Source Port Destination Port
] " 0/50.09 MiB EXTERNA net  * =

y Queue hedul
IPv4 TCP/UDP

P

Actions
Internet  *

none habilitar internet en red externa $S00m

o

Firewall / Rules/ INTERNA

=wEe

Floating WAN EXTERNA INTERNA

Rules (Drag to Change Order)
O States Protocol Source Port Destination Port Gateway Queue Schedule Description
INTERNA net &) ©

Actions
Internet  *

none daraccesoaintemet  «}, S COIOM

[

PFSYNC

[]  0/93430MB  IPv4TCP/UDP
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